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COMPUTER SCIENCE KEY DEFINITIONS
Transition Task Part 1: Keywords and Written Question
Including : OCR Specification: Unit 1




Welcome to AS and A level Computer Science. This booklet is designed to help you make the transition in to your post 16 studies. It includes the first set of keywords for you to familarise yourself with over the summer. You will then be tested on these again on your return.
For any queries please contact:
Mr P Morgan p.morgan@huxlow.northants.sch.uk 	
You will also find a breakdown of the specification; this is what you will be expected to cover this year.	

It is also important that you keep up to date with what is going on in the real world. Access the news regularly and have a look at the technology section.
Use CraigNDave or Computerphile Youtube clips to help inform your learning:
https://student.craigndave.org/a-level-videos 
https://www.youtube.com/user/Computerphile


Using Keywords in the exam is fundamental to your success. Below are some keywords that you will need to familarise yourself with throughout the course. These are just a few. They cover both Comp 1 and Comp 2 papers.
This is part 1 of your transition task. You need to ensure that you have a good understanding of what these words mean.
Applications Software - software which helps the user complete specific tasks - for example word processing.
Archive - information is archived if it doesn't need to be accessed frequently, but it may need to be accessed at some point in the future. For example student records after students have left the school - if the student later asks for a reference, then the school would have to retrieve their student record from the archive.
Basic Input Output System (BIOS) - where important instructions explaining how to turn on the computer are stored - for example, how to find a keyboard and interpret keystrokes.
Bit - a binary 1 or 0. Bits are normally part of a byte.
Bitrate - the amount of data (measured in bits) that can be transmitted per second. Can also be called the baud rate.
Byte - a group of bits (usually 8) treated as one unit.
Checksum - an extra byte that is added to a block of data, which is the sum of the bits, ignoring any carry. This is then calculated by the receiver, and if the checksums match, then the data is accepted.
Error (Data Transmission) - where data is corrupted (changed) while being transferred from one place to another.
Ethernet - a cable standard used to connect nodes within a LAN.
Graphical User Interface (GUI) - an intuitive interface using images to represent commands. It is easy for beginners to use, however it can be slow as many commands are hidden so the user is not confused.
Handshake - before two devices can communicate, they must ensure they are both ready to communicate, and agree the protocols to be used, by completing a "handshake".
Hardware - the physical components which make up the computer. Hardware hurts if you are hit over the head with it.
Input Device - a type of peripheral that can accept data, decode it, and send it as electrical pulses to the computer. For example: keyboards, mice, digital cameras, and microphones.
I/O Device - a device that communicates between the computer and the outside word - for example a keyboard or a printer. 
Local Area Network (LAN) - computers connected to each other in a geographically small area, for example a home network.
Network - 2 or more computing devices connected together so that they can share data and resources.
Network Interface Card (NIC) - an expansion card that allows a computer to connect to a network. Most motherboards have wired (ethernet) NIC's built in, but an expansion card might be required for wireless access.
Node - a piece of equipment, such as a PC or peripheral, attached to a network.
Output Device - a device that turns computer signals into a human-readable form, like a screen, printer, or speaker.
Packet - a group of bytes for network transmission. Each packet has a unique ID (a label), a sequence number, a destination address, and a checksum.
Parallel (Data Transmission) - using many wires, each transferring a bit at the same time (e.g. 8 wires to transfer an entire byte of 8 bits).
Peripheral - a device that is connected to a host computer, but not part of it. For example, a webcam or a graphics card would be a peripheral, as they are not required for a computer to operate. However, a power supply would not be a peripheral, as a computer would not function without one. Although RAM is technically a peripheral, removing it will effectively disable any modern machine, therefore it is a primary component.
Primary Memory - ROM and RAM.
Protocol - a set of rules governing the transmission of data. There are two types of protocol - logical protocols (relating to software) and physical protocols (relating to hardware).
Random Access Memory (RAM) - used to store short term information - e.g. when browsing the internet, web pages might be downloaded and stored in RAM. It's name is derived from the fact that random storage locations can all be accessed quickly (less than 1ms) - in contrast to traditional hard disks, which can take up to 10 milliseconds due to mechanical limitations. RAM is volatile memory, so it can only be used for short term storage.
Read Only Memory (ROM) - used to store data that should never be altered, for example the BIOS or UEFI. Information stored in ROM cannot be altered, deleted, or otherwise interfered with.
Serial (Data Transmission) - where each of the 8 bits is transmitted down a single wire connection one at a time.
Software - the instructions and code that tells the computer what to do. There are two types of software, applications software and system software.
Standalone - a computer which is not connected to other computers.
Storage Device - a memory device used to store operating systems, programs, and user data. Storage devices are non-volatile - they do not lose their data when they are unpowered.
Syntax - the particular rules of a given programming language. For example, surrounding strings in quotes (either single or double quotes) is a syntax rule for python.
System Software - system software provides basic functionality, such as file management, or providing a Graphical User Interface.
Volatile Memory - memory which gets lost when the power is turned off.
Wide Area Network (WAN) - computers connected to each other over a geographically large area, for example the internet

Here is a question taken from a past paper: This is an example of an essay based question.
Answer this question on a separate sheet of paper. You may carry out some research for this. This type of question is worth 9 marks.






Personal Checklist Computer Science
	1.1 The characteristics of contemporary processors, input, output and storage devices

	Specification Point
	Element
	Potential
	Developing
	Secure

	1.1.1 Structure and function of the processor
	(a)The Arithmetic and Logic Unit; ALU, Control Unit and Registers (Program Counter; PC, Accumulator; ACC, Memory Address Register; MAR, Memory Data Register; MDR, Current Instruction Register; CIR). Buses: data, address and control: how this relates to assembly language programs
	
	
	

	
	(b) The Fetch-Decode-Execute Cycle; including its effects on registers.
	
	
	

	
	(c) The factors affecting the performance of the CPU: clock speed, number of cores, cache.
	
	
	

	
	(d) The use of pipelining in a processor to improve efficiency.
	
	
	

	
	(e) Von Neumann, Harvard and contemporary processor architecture
	
	
	

	1.1.2 Types of processor
	(a) The differences between and uses of CISC and RISC processors
	
	
	

	
	(b) GPUs and their uses (including those not related to graphics).
	
	
	

	
	(c) Multicore and Parallel systems.
	
	
	

	1.1.3 Input, output and storage
	(a)How different input, output and storage devices can be applied to the solution of different problems.
	
	
	

	
	(b)The uses of magnetic, flash and optical storage devices
	
	
	

	
	(c) RAM and ROM.
	
	
	

	
	(d) Virtual storage.
	
	
	




	1.2 Software and software development

	Specification Point
	Element
	Potential
	Developing
	Secure

	1.2.1 Systems Software
	(a)  The need for, function and purpose of operating systems.
	
	
	

	
	(b) Memory Management (paging, segmentation and virtual memory).
	
	
	

	
	(c) Interrupts, the role of interrupts and Interrupt Service Routines (ISR), role within the Fetch-Decode-Execute Cycle.
	
	
	

	
	(d) Scheduling: round robin, first come first served, multi-level feedback queues, shortest job first and shortest remaining time
	
	
	

	
	(e) Distributed, embedded, multi-tasking, multi-user and Real Time operating systems.
	
	
	

	
	(f) BIOS.
	
	
	

	
	(g) Device drivers.
	
	
	

	
	(h) Virtual machines, any instance where software is used to take on the function of a machine, including executing intermediate code or running an operating system within another.
	




	
	

	1.2.2 Applications Generation
	(a) The nature of applications, justifying suitable applications for a specific purpose.
	
	
	

	
	(b)Utilities.
	
	
	

	
	(c) Open source vs closed source.
	
	
	

	
	(d) Translators: Interpreters, compilers and assemblers.
	
	
	

	
	(e)Stages of compilation (lexical analysis, syntax analysis, code generation and optimisation).
	
	
	

	
	(f) Linkers and loaders and use of libraries.
	
	
	

	1.2.3 Software Development
	(a) Understand the waterfall lifecycle, agile methodologies, extreme programming, the spiral model and rapid application development.
	
	
	

	
	(b)	 The relative merits and drawbacks of different methodologies and when they might be used.
	
	
	

	
	(c)	 Writing and following algorithms.
	
	
	

	1.2.4 Types of Programming Language
	(a)  Need for and characteristics of a variety of programming paradigms.
	
	
	

	
	(b) Procedural languages.
	
	
	

	
	(c) Assembly language (including following and writing simple programs with the Little Man Computer instruction set).
	
	
	

	
	(d) Modes of addressing memory (immediate, direct, indirect and indexed).
	
	
	

	
	(e) Object-oriented languages (see appendix 5d for pseudocode style) with an understanding of classes, objects, methods, attributes, inheritance, encapsulation and polymorphism
	
	
	




	1.3 Exchanging data 

	Specification Point
	Element
	Potential
	Developing
	Secure

	1.3.1 Compression, Encryption and Hashing
	(a) Lossy vs Lossless compression.
	
	
	

	
	(b) Run length encoding and dictionary coding for lossless compression.
	
	
	

	
	(c) Symmetric and asymmetric encryption.
	
	
	

	
	(d) Different uses of hashing.
	
	
	

	1.3.2 Databases
	(a) Relational database, flat file, primary key, foreign key, secondary key, entity relationship modelling, normalisation and indexing.
	
	
	

	
	(b) Methods of capturing, selecting, managing and exchanging data
	
	
	

	
	(c) Normalisation to 3NF
	
	
	

	
	(d) SQL – Interpret and modify. 
	
	
	

	
	(e) Referential integrity.
	
	
	

	
	(f) Transaction processing, ACID (Atomicity, Consistency, Isolation, Durability), record locking and redundancy.
	
	
	

	1.3.3 Networks
	(a) Characteristics of networks and the importance of protocols and standards.
	
	
	

	
	(b) The internet structure: • The TCP/IP Stack. • DNS • Protocol layering. • LANs and WANs. • Packet and circuit switching.
	
	
	

	
	(c) Network security and threats, use of firewalls, proxies and encryption.
	
	
	

	
	(d) Network hardware.
	
	
	

	
	(e) Client-server and peer to peer.
	
	
	

	1.3.4 Web Technologies
	(a) HTML, CSS and JavaScript.
	
	
	

	
	(b) Search engine indexing.
	
	
	

	
	(c) PageRank algorithm.
	
	
	

	
	(d) Server and client side processing.
	
	
	



	
1.4 Data types, data structures and algorithms

	Specification Point
	Element
	Potential
	Developing
	Secure

	1.4.1 Data Types
	(a)Primitive data types, integer, real/floating point, character, string and Boolean.
	
	
	

	
	(b) Represent positive integers in binary.
	
	
	

	
	(c) Use of sign and magnitude and two’s complement to represent negative numbers in binary.
	
	
	

	
	(d) Addition and subtraction of binary integers.
	
	
	

	
	(e) Represent positive integers in hexadecimal.
	
	
	

	
	(f) Convert positive integers between binary hexadecimal and denary.
	
	
	

	
	(g) Representation and normalisation of floating point numbers in binary
	
	
	

	
	(h) Floating point arithmetic, positive and negative numbers, addition and subtraction.
	
	
	

	
	(i) Bitwise manipulation and masks: shifts, combining with AND, OR, and XOR.
	
	
	

	
	(j) How character sets (ASCII and UNICODE) are used to represent text.
	
	
	

	1.4.2 Data Structures
	(a) Arrays (of up to 3 dimensions), records, lists, tuples
	
	
	

	
	(b) The following structures to store data: linked-list, graph (directed and undirected), stack, queue, tree, binary search tree, hash table.
	
	
	

	
	(c) How to create, traverse, add data to and remove data from the data structures mentioned above. (NB this can be either using arrays and procedural programming or an object-oriented approach).
	
	
	

	1.4.3 Boolean Algebra
	(a) Define problems using Boolean logic.
	
	
	

	
	(b) Manipulate Boolean expressions, including the use of Karnaugh maps to simplify Boolean expressions.
	
	
	

	
	(c) Use the following rules to derive or simplify statements in Boolean algebra: De Morgan’s Laws, distribution, association, commutation, double negation.
	
	
	

	
	(d) Using logic gate diagrams and truth tables.
	
	
	

	
	(e)The logic associated with D type flip flops, half and full adders.
	
	
	



	1.5 Legal, moral, cultural and ethical issues

	Specification Point
	Element
	Potential
	Developing
	Secure

	1.5.1 Computing related legislation
	(a)The Data Protection Act 1998
	
	
	

	
	(b) The Computer Misuse Act 1990.
	
	
	

	
	(c) The Copyright Design and Patents Act 1988.
	
	
	

	
	(d) The Regulation of Investigatory Powers Act 2000.
	
	
	

	1.5.2 Moral and ethical Issues
	The individual moral, social, ethical and cultural opportunities and risks of digital technology: • Computers in the workforce. • Automated decision making. • Artificial intelligence. • Environmental effects. • Censorship and the Internet. • Monitor behaviour. • Analyse personal information. • Piracy and offensive communications. • Layout, colour paradigms and character sets.
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Intensive Care Units in hospitals are for patients in need of round the clock monitoring and
support. Computerised systems can be used to monitor patients’ vital signs (temperature, heart
rate, blood pressure and breathing). They can then alert medical professionals to any significant
changes.

These systems usually run on an embedded, real-time, operating system.
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The hospital would like to update the system so that it automatically delivers doses of certain
drugs to patients based on the readings taken rather than leave delivery to medical staff.

Discuss the ethical benefits and drawbacks of this approach, explaining whether you would
recommend making this update.
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The hospital would like to update the system so that it automatically delivers doses of certain
drugs to patients based on the readings taken rather than leave delivery to medical staff.

Discuss the ethical benefits and drawbacks of this approach, explaining whether you would
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